NEWS & INSIGHTS FROM THE WORLD OF ID SECURITY

NOVEMBER 2018

The
BLOCKCHAIN
Issue
Infineon & Xian bring
Blockchain to the car
New hope for PostQuantum Cryptography
Gemalto & R3 bring
Blockchain to Digital ID
Blockchain Blues The end of eID Cards?

THE VAULT | NOVEMBER 2018

:::

Back-End LICENSE
Issuing for FORWARD
THINKING Customers
By Daniela Previtali, Wibu-Systems

Introduction
Everyone knows about the danger of a malicious cyber-attack
upon their company’s data systems. While it is true that many
such attacks are perpetrated upon what is commonly known as
‘front-end’ – that part of a software system that allows usage
and interaction by an individual employee, many attacks and
malicious misuse are just as focused upon the ‘back-end’ of such
systems. These back-end systems are often part of a company’s
digital delivery system for their products.
Figures published by HACKMAGEDDON in their latest June
2018 report 1, show an estimated 50% plus of cyber-attacks
targeting the back-end of company’s data systems. Almost 85%
of such attacks are credited to cyber-crime, the search for data
or intent upon making money from such an attack.
But it’s not just data or money that malicious actors are after.
In the world of industrial espionage, the focus is to steal
proprietary software or valuable IP data that resides in these
‘back-end’ systems. From industrial design algorithms to
gaming software, there is a whole spectrum of assets that cyber
criminals can profit from.
That's why there is a need for secure back-end processes that
allow controlled access management to sensitive data and
license issuance for software delivery: protecting the access
equals protecting the assets from theft or tampering, and
ultimately from considerable losses.
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This sentiment was echoed by Frank Felten, Vice President of PTV
Group in a recent interview2 with Wibu-Systems, who said, “It’s
important in our markets that we ensure that our software doesn’t
get cracked and the IP taken without someone paying for it. The
opportunity to use different license containers but all leading back
into the same standardized back-end process is of high value to us.”

Reducing the human element for
software license issuing
However, applying access and license control to secure a
company’s software solutions, that are in turn accessed from
a back-end infrastructure, is best done with the minimum of
human interaction where possible.
This is a best practice that is embraced by many companies who
are using or delivering digital products.
While there is a vital need for delivering software complete
with its license, the requirement to make the actual issuing of
said licenses and access to a company’s software products as
painless as possible is a necessary step on the road to digital
product delivery. And one that performs better when integrated
within the company’s own back-end infrastructure.
“In our opinion, the best approach in such situations,” said Oliver
Winzenried, CEO and Founder, Wibu-Systems, “is to ensure
that the license is not created manually, but is automatically
generated by the company’s back-end ordering system.”
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License generation solution meets SAP
In this area, Wibu-Systems has been mindful to ensure that
their licensing software solutions can be fully integrated into
a customer’s ordering system. Probably the best known and
most widely used example of a back-end ordering system is
SAP; used in the majority of companies to facilitate a number of
purchasing and accounting actions.
Giving an example of back-end integration into such a system,
Rüdiger Kügler, Security Expert at Wibu-Systems said 3, “Most
of our customers are using SAP to generate their orders. In
partnership with Austrian-based INFORMATICS, WibuSystems built a license generation solution that is integrated into
SAP. An employee of the customer generates the order in SAP4.
A connection between SAP and Wibu-Systems CodeMeter
License Center creates the license in the license lifecycle system.
The license travels first back to SAP as a ticket and is then
delivered as an email or a printed activation code for the end
user of our customers to activate the software product”.
The benefits for Wibu-Systems customers who opt for
incorporating CodeMeter licensing into their SAP back-end
purchasing systems are clear. As the company is already using
SAP, it is easy to use the Purchase Order generator in the system
for the creation of the required licenses. This integration reduces
costs for the generation and delivery of the required license and
reduces possible human errors and subsequent support costs.
However, the integration of Wibu-Systems CodeMeter software
licensing solution into a customer’s back-end systems is not
just bound to SAP. The company has gone to great lengths to
ensure that they can integrate their license issuing services into
a number of customers’ back-end systems, across a variety of
industries and markets.

Securing medical IP through time-base
licensing – Agfa Healthcare
Wibu-Systems’ secure back-end license and entitlement
management system doesn’t just simplify the workflow, but also
adds a number of monetization capabilities, by leveraging the
full versatility of CodeMeter licensing models.
For instance, Wibu-Systems implemented a solution for timebased licensing that allowed healthcare providers to use a
computed radiography package powered by Agfa HealthCare’s
Easy Payment Scheme. The solution allows healthcare providers
to pay as they go, with a fixed down-payment followed by equal
and regular instalments, keeping upfront capital investment low
and cost management easy.

When signing up for Agfa HealthCare’s digital imaging solution,
the healthcare provider gets a full digital package upfront,
including all necessary equipment and software.
Through a web-based interactive portal the healthcare provider
is invited to pay regular instalments. Each payment ensures
the use of the system through to the next instalment date. The
affordable and predictable recurring pricing model allowed Agfa
HealthCare to gain new market quota, especially with small
businesses and in emerging areas.
The Easy Payment Scheme is based on a payment platform,
where the end user pays for regular – typically monthly or
quarterly – instalments. The payment platform is linked to an
encryption platform. Upon completion of the payment, a ticket
can be downloaded to renew the software license, releasing the
software to be used until the next instalment is due.
Wibu-Systems proved to be the only company capable of
implementing the encryption and time-based licensing
solution on Agfa HealthCare’s proprietary operating system.
Wibu-Systems’ CodeMeter Protection Suite combines strong
protection functionality with ease of use. This way, CodeMeter
acts as a deterrent against the illegal and fraudulent use of Agfa
HealthCare’s Easy Payment Scheme. It offers Agfa HealthCare
an easy way to control the use of the software and to protect its
intellectual property against illegal or fraudulent use.

Integrating CodeMeter with industrial
back-end systems – Siemens
The integration of access control into a customer’s back-end
system does not necessarily mean the integration of a singular
licensing model. There is always the possibility of integrating
multiple models within the back-end system in terms of both
software and hardware-based licensing (such as incorporating
a secure hardware or software element into the solution flow).
Industrial giant Siemens developed a Totally Integrated
Automation Portal (TIA Portal®) that provides unrestricted
access to their complete range of digitalized automation services,
from digital planning and integrated engineering to transparent
operation. With the TIA Portal, engineers can benefit from a
shorter time-to-market thanks to innovative simulation tools,
boost the productivity of their plants with additional diagnostic
and energy management functions, and enjoy greater flexibility
made possible with more coordinated teamwork.
Siemens customers rely on the TIA Portal to program
their programmable logic controllers. To do so, they use
programming languages that are compliant with the IEC
61131 standard. Part 3 of this standard relates to the use
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of ladder diagrams, function block diagrams, structured
text, instruction lists, and sequential function charts.
The building blocks can be any one of four different types:
•
•
•
•

OB – Organization Block
FB – Function Block
FC – Function
DB – Data Block

The first three types can be password protected. A generic
password protection solution is usually not strong enough by
nature. By comparison, the password management solution
based on CodeMeter is extremely robust.
Wibu-Systems created a back-end solution that consisted of
several intertwined software and hardware elements:
• CodeMeter License Central, the cloud and databasederived solution for license lifecycle management
• CodeMeter WebDepot, the user portal for license
activation
• CodeMeter Password Manager, the tool for password and
entitlement management
• CodeMeter Password Provider, the interface module
between CodeMeter technology and the TIA Portal
• CodeMeter Sticks, the USB hardware secure elements
where passwords are stored
Wibu-Systems developed a password provider for the Siemens
Totally Integrated Automation (TIA) Portal V14 SP1 or higher
based on their Password API. The engineering data that are
stored in the TIA Portal are often very sensitive in nature. While
online teamwork is highly effective, logical access controls are
paramount to make sure that only entitled users can view and
edit only those projects they have full rights to.
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With Siemens’ Password API, Wibu-Systems created a password
provider that streamlines know-how and write protection
and, in turn, increases the access control and engineering
data protection measures. Rather than being susceptible
to disclosure, passwords could be securely stored in WibuSystems’ CmDongles, hardware secure repositories that come
in several form factors, including USB sticks (with optional flash
memory), memory cards (SD, microSD, CF, and CFast type),
and ASICs. Access controls by timer or unit counter govern the
ability to access or edit the engineering data.
CmDongles are operated with CodeMeter, Wibu-Systems’
f lagship technolog y that incorporates state-of-the-ar t
proprietary encryption methods based on public symmetric
and asymmetric standards, like AES 256-bit, RSA 4096-bit,
and ECC. Its specific password management tool is f lexible
enough to allow the creation and administration of passwords
in accordance with the customers’ requirements and secure
enough to safeguard the digital identity of the TIA Portal’s users.
Passwords can now be transferred online or offline, conferring
additional versatility to the solution.
Speaking on the subject of incorporating a Wibu-System
solution into a Siemens TIA Portal, Oliver Winzenried, CEO
and founder of Wibu-Systems, said, “We are obsessed with
security and therefore glad to be able to offer a small, but
significant building block to the TIA Portal. With our CodeMeter
password management technology, manufacturers can easily
manage and protect their invaluable digital know-how. The
cloud-based deployment of passwords facilitated by CodeMeter
License Central simplifies their distribution and assignment.”
CodeMeter License Central allows the user to create, manage,
and distribute their licenses. Even complex licensing models
can be mapped in a quick, straightforward manner to meet
customer requirements.
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CodeMeter for secure licensed digital
delivery and IP protection across all
industries
But it doesn’t stop there. Many companies are now
incorporating Wibu-Systems CodeMeter solution into their
back-end infrastructure to facilitate a secure digital delivery
of their products. CodeMeter allows the end user to apply
a comprehensive range of license models that include both
traditional models like single user licenses or network licenses,
as well as modern consumption and user-based license models.
License models are defined through Product Codes and Product
Item Options. (See Table 1)
For example, Dataton, a major player in the international
infotainment industry, uses CodeMeter while monetizing
software-realized features and protecting their IP invested in
multi-display production and presentation systems for cultural
installations and live events.
CodeMeter is also used in the automotive market by Bosch –
ESI(tronic). The company uses a license-based subscription
model for their diagnostic software solutions for the aftermarket
workshop business, where experts provide advice, repair and
maintenance services for all makes.

Conclusion
Integrating access management and license issuing into
a company’s back-end infrastructure or customer portals
makes a lot of sense. Wibu-Systems CodeMeter can provide
cybersecurity capabilities to intelligent device manufacturers
who want to safeguard firmware upgrades and updates, to
software publishers that need to protect their intellectual
property from counterfeiting and reverse engineering, and to
users who want to be sure the software they run is genuine and
has not been tampered with.
Perhaps more important in terms of back-end integration,
CodeMeter includes the entitlement aspect, from the creation
of licenses, to their online or offline delivery, transfer, or remote
management. In doing so, Wibu-Systems is supporting the
migration to a dynamic industrial economy, where new licensebased business models can create additional revenue and
responsive pricing models for unlimited access to the market
for all vendors and users. Companies don’t have to manually
issue a software license – it is automatically generated from
their back-end infrastructure. As Frank Felten, Vice President
of PTV Group commented, “Our customers are not interested in
licensing, but in using our products.”
A point of view, I suspect, shared by many.

Sources.
1

https://www.hackmageddon.com/2018/07/23/june-2018-cyber-attacks-statistics/

2

https://silicontrust.wordpress.com/2018/08/21/ptv-group-monetizing-mobility-software-on-a-global-scale/

3

https://silicontrust.wordpress.com/2015/05/19/video-software-protection-licensing-and-security-from-wibu-systems/

4

https://www.wibu.com/wibu-systems-webinars/webinar-lean-license-management-via-sap.html
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CODEMETER LICENSE MODELS FROM WIBU-SYSTEMS (TABLE 1)
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Single User License

The license is stored on a local device or a CmDongle plugged into a
local PC. The software runs on the same computer/machine.

Single User License in a Virtual Machine

The license is bound to a virtual machine. If copying the virtual
machine, the license becomes invalid. If moving the virtual machine,
you decide whether the license will stay valid (high availability) or
become invalid.

Network License

The license is stored on a license server in the network. It is used by PCs
as a floating license.

Feature-on-Demand License

Individual licenses are used to activate specific product features and
modules. This allows you to generate extra turnover through the sale of
add-ons.

Perpetual License

The license is issued permanently and never expires.

Demo / Trial License

The user can only access the features of your software specified by you
for a limited time.

Rental, Leasing, Subscription License

You specify for how long the license is valid. CodeMeter License Central
can automatically extend the validity of the license.

Pay-per-Use License

Billing is based on the number of units used. You can decide whether
the billing unit is based on time or function and whether the settlement
should take place before or after consumption.

License with Software Assurance

This is a perpetual license including a maintenance agreement. During
the maintenance entitlement period, users have automatic access
to updates. Updates that are made available once the maintenance
agreement expires cannot be used with this license. Updates that have
been made available within the maintenance period can be used even
after the expiration of the contract.

License with Downgrade-Right

The license covers the right to optionally use older versions of a
program. With this type of license, a customer can migrate all clients
to the new version at a later date, and the software publisher is not
required to sell old releases.

License with Upgrade-Right

The license covers the right to optionally use newer versions of a
program. With this type of license, revenues will not drop before the
release of a new version.

Grace Period License

A software that is distributed with a grace period license can be used
for a limited time without activation. Once the grace period expires,
activation becomes necessary.
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Volume License

The customer, usually a key account, is sent a large number of licenses
to cover the many seats needed. Software publishers can define whether
each individual computer should be activated or the system needs to be
policed by audit.

High Availability License

The user owns a redundant license server ("2 out of 3" principle). This
architecture ensures the availability of software in the event of a license
server failure.

Hot Standby License

The user owns a second license server that automatically comes into use
in the event of a failure affecting the main license server. The use of the
backup server is logged and can be limited to a maximum duration.

Cold Standby License

The user owns a second license server or an emergency dongle that can
be used in the event of a failure affecting the main license server. The
use of the backup server or the emergency dongle is logged and can be
limited to a maximum duration.

Overflow License

The user is entitled to use more licenses than the volume he purchased.
The use in excess is logged and can be limited in terms of period of
validity and volume. This model allows the billing of the licenses that
are actually used.

Borrowable License

The user is entitled to borrow a license for use on a local computer
(CmActLicense) or CmDongle for a fixed period of time. During this
time, the license remains allocated to the license server and cannot
be used otherwise. When the borrowing time expires, the license is
automatically made available again on the license server and can no
longer be accessed locally. It is possible to return the license manually
to the server or renew a borrowed license.

Transferable License

The user is entitled to permanently transfer a license to another PC
or onto a CmDongle. It is possible to specify whether this can be done
online or completely offline.

Named User License

The license is associated with a user name.

Computer-bound License

The license is associated with a specific computer.

Time Zone License

The license can only be used in the specified geographical region
(time zone).

Country-Based License

The license can only be used in the country that the software vendor
has whitelisted or did not exclude in a blacklist.
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CodeMeter stands up for Industrie 4.0

CodeMeter for Industrie 4.0 – Watch the full Video – www.wibu.com/40
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In its mission to deliver the most secure, unique, and
versatile technology, Wibu-Systems has developed
CodeMeter®, a comprehensive, award-winning suite
of hardware and software solutions for computers,
embedded systems, mobile devices, PLCs, and
microcontrollers that incorporates internationally
patented processes dedicated to protecting the integrity
of digital assets.
With its motto “Perfection in Protection, Licensing,
and Security”, Wibu-Systems supports ISVs and OEMs
in their fight to safeguard the intellectual property
of their applications against illicit and fraudulent use,
reverse engineering, tampering, sabotage, espionage,
and cyber-attacks, while generating new softwarefeature based business models fully integrated with
ERP, CRM, and e-commerce platforms.
The unparalleled lineup of hardware secure elements
(USB dongles, SD cards, microSD cards, CF cards, CFast
cards, ASICs) designed to withstand high fluctuations in
temperature, humidity, and vibration, coupled with the
support of all mainstream operating systems and M2M
communication standards makes CodeMeter the ideal
candidate for both brown and green field applications.
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