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By Dr. Stefan Hofschen, Infineon Technologies AG

The real and virtual worlds are growing together even further to become the Internet 
of Things through the networking of machines, people and businesses. More and more 
devices and machines interact independently in networked systems and applications 
such as Industry 4.0, autonomous driving or smart home. 

INTERNET of THINGS –  
Security is a prerequisite 
for SUCCESS
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 Especially in the context of Industry 4.0 and the automotive 
industry, the increasing connectivity provides a great number of 
opportunities for the economy. Yet, it also presents great challenges 
for businesses, foremost in questions of data security. How can 
business secrets and intellectual property be protected on the open 
Internet? How is data protection and confidentiality ensured? 
How secure is the communication between the different devices 
or components? And how can attacks be recognized and potential 
damage prevented? In short, data security and system integrity 
are essential for the success of new business models, because they 
protect the availability and reliability of products and services.

Security controllers protect networked  
IoT systems from unauthorized access  
and manipulation

Industry has come to understand that connected systems cannot 
be adequately protected with software alone. The combination of 
software and hardware offers significantly more efficient protection 
against attacks and manipulation. Depending on the application 
scenario, there are special security chips that take the required 
security standard and the application’s efficiency optimisation into 
account. 

Internet of Things in the example  
of Industry 4.0

The next revolution in industrial production, the so-called smart 
factory or Industry 4.0, presupposes a secure data exchange. Intelli-
gent machines, storage systems, production facilities and intelligent 
products are connected globally. This networking increasingly also 
takes place between supplier and customer, especially for large or 
mid-sized companies. Figuratively speaking, Industry 4.0 opens the 
doors to the factories. This openness increases the need to prevent 
manipulation and sabotage of networked production systems and 
avert related financial losses. After all, smart factories can only be 
put into practice and accepted when they can be implemented in a 
stable and efficient manner, and when the process know-how and 
intellectual property (IP) is protected reliably.

At the IT Summit 2014 in Hamburg, Infineon, Deutsche 
Telekom, Fraunhofer SIT, TRUMPF, WIBU-SYSTEMS and 
Hirschmann (a Belden Company) demonstrated how a “security 
solution made in Germany” can be implemented in industrial 
applications. The demonstration shows how seamless communica-
tion security works beyond the boundaries of sites or businesses. 
An employee at the Munich site starts a production order on his 
tablet PC and transmits it via a secured communication channel 
to the production site in Hamburg. The order is then automatically 
executed by a production machine there. 

To secure the communication from one end of the value chain 
to the other (Figure 1), security controllers – in this case Trusted 
Platform Modules (TPMs) – are integrated in all devices of the 
IT network (tablet PC, wireless access point, router, production 
machine). They function as data resource, and as encryption and 
authentication components. They fulfill multiple functions at the 
same time:

• Similar to electronic identity verification, they securely 
identify the individual system components. Only authorized 
persons and devices obtain access to the network.

• At the device level, they are the basis for detecting  
manipulation or attacks on components or on the device 
itself. This way, both logical as well as physical attacks  
can be detected and corresponding pre-defined  
measures can be initiated.

• As a Secure storage location, they secure secret  
information that is needed to encrypt a secure  
communication channel.

The solution fulfills particularly high security requirements 
because the security controllers are evaluated and certified by the 
BSI (Federal Agency for Security in Information Technology) as 
well as according to “Common Criteria”, an international standard. 
The certification meanwhile is not only granted at the product 
level, but also includes the complete production and supply 
chain. This affords the greatest possible security to the users and 
increases flexibility in the users’ own production.

A secured complete system was presented as the first proto-
type at the IT Summit and the solution is to be marketed as soon 
as possible in 2015. The hardware components already exist today, 
so that further scalable solutions can be developed for every other 
application case.

Trusted Platform Module as security anchor 
for end-to-end communication

Thus far, communication within company networks is primarily 
secured by means of pure software solutions. However, these 
harbor a few drawbacks compared to hardware-based security 
such as a TPM (Figure 2) and they are inadequately secure over 
the long term. Software in principle always consists of written 

code that can usually be read, copied or overwritten relatively 
easily, which enables attackers to bypass the security functions 
programmed by it. The TPM in contrast can serve as a security 
anchor for components and software: keys that are stored in the 
TPM are protected from leaving the security chip and are used in 
combination with authorization only.

INTERNET OF THINGS – SECURITY IS A PREREQUISITE FOR SUCCESS

Software in principle always consists of written code that 

can usually be read, copied or overwritten relatively easily, 

which enables attackers to bypass the security functions 

programmed by it.

Figuratively speaking, Industry 4.0 opens the doors to  

the factories. This openness increases the need to prevent 

manipulation and sabotage of networked production  

systems and avert related financial losses.

Figure 1: Seamlessly secured end-to-end communication  
(diagram of the demonstrator solution presented at the IT Summit 2014)



THE VAULT | MAY 2015:::

6 7

 Especially in the context of Industry 4.0 and the automotive 
industry, the increasing connectivity provides a great number of 
opportunities for the economy. Yet, it also presents great challenges 
for businesses, foremost in questions of data security. How can 
business secrets and intellectual property be protected on the open 
Internet? How is data protection and confidentiality ensured? 
How secure is the communication between the different devices 
or components? And how can attacks be recognized and potential 
damage prevented? In short, data security and system integrity 
are essential for the success of new business models, because they 
protect the availability and reliability of products and services.

Security controllers protect networked  
IoT systems from unauthorized access  
and manipulation

Industry has come to understand that connected systems cannot 
be adequately protected with software alone. The combination of 
software and hardware offers significantly more efficient protection 
against attacks and manipulation. Depending on the application 
scenario, there are special security chips that take the required 
security standard and the application’s efficiency optimisation into 
account. 

Internet of Things in the example  
of Industry 4.0

The next revolution in industrial production, the so-called smart 
factory or Industry 4.0, presupposes a secure data exchange. Intelli-
gent machines, storage systems, production facilities and intelligent 
products are connected globally. This networking increasingly also 
takes place between supplier and customer, especially for large or 
mid-sized companies. Figuratively speaking, Industry 4.0 opens the 
doors to the factories. This openness increases the need to prevent 
manipulation and sabotage of networked production systems and 
avert related financial losses. After all, smart factories can only be 
put into practice and accepted when they can be implemented in a 
stable and efficient manner, and when the process know-how and 
intellectual property (IP) is protected reliably.

At the IT Summit 2014 in Hamburg, Infineon, Deutsche 
Telekom, Fraunhofer SIT, TRUMPF, WIBU-SYSTEMS and 
Hirschmann (a Belden Company) demonstrated how a “security 
solution made in Germany” can be implemented in industrial 
applications. The demonstration shows how seamless communica-
tion security works beyond the boundaries of sites or businesses. 
An employee at the Munich site starts a production order on his 
tablet PC and transmits it via a secured communication channel 
to the production site in Hamburg. The order is then automatically 
executed by a production machine there. 

To secure the communication from one end of the value chain 
to the other (Figure 1), security controllers – in this case Trusted 
Platform Modules (TPMs) – are integrated in all devices of the 
IT network (tablet PC, wireless access point, router, production 
machine). They function as data resource, and as encryption and 
authentication components. They fulfill multiple functions at the 
same time:

• Similar to electronic identity verification, they securely 
identify the individual system components. Only authorized 
persons and devices obtain access to the network.

• At the device level, they are the basis for detecting  
manipulation or attacks on components or on the device 
itself. This way, both logical as well as physical attacks  
can be detected and corresponding pre-defined  
measures can be initiated.

• As a Secure storage location, they secure secret  
information that is needed to encrypt a secure  
communication channel.

The solution fulfills particularly high security requirements 
because the security controllers are evaluated and certified by the 
BSI (Federal Agency for Security in Information Technology) as 
well as according to “Common Criteria”, an international standard. 
The certification meanwhile is not only granted at the product 
level, but also includes the complete production and supply 
chain. This affords the greatest possible security to the users and 
increases flexibility in the users’ own production.

A secured complete system was presented as the first proto-
type at the IT Summit and the solution is to be marketed as soon 
as possible in 2015. The hardware components already exist today, 
so that further scalable solutions can be developed for every other 
application case.

Trusted Platform Module as security anchor 
for end-to-end communication

Thus far, communication within company networks is primarily 
secured by means of pure software solutions. However, these 
harbor a few drawbacks compared to hardware-based security 
such as a TPM (Figure 2) and they are inadequately secure over 
the long term. Software in principle always consists of written 

code that can usually be read, copied or overwritten relatively 
easily, which enables attackers to bypass the security functions 
programmed by it. The TPM in contrast can serve as a security 
anchor for components and software: keys that are stored in the 
TPM are protected from leaving the security chip and are used in 
combination with authorization only.

INTERNET OF THINGS – SECURITY IS A PREREQUISITE FOR SUCCESS

Software in principle always consists of written code that 

can usually be read, copied or overwritten relatively easily, 

which enables attackers to bypass the security functions 

programmed by it.

Figuratively speaking, Industry 4.0 opens the doors to  

the factories. This openness increases the need to prevent 

manipulation and sabotage of networked production  

systems and avert related financial losses.

Figure 1: Seamlessly secured end-to-end communication  
(diagram of the demonstrator solution presented at the IT Summit 2014)



THE VAULT | MAY 2015:::

8 9

sales@hbpc.hu  www.hbpc.hu
p: +36  1 885 5160  f: +36 1 332 0593

h–1055 budapest, markó u. 13–17.

tradition

quality

security

Hungarian Banknote

Printing Company

hbpc hbpc hbpc hbpc hbpc hbpc hbpc hbpc hbpc hbpc hbpc hbpc

passport

id card

tax stamp

certificate

voucher

securities

At the same time, the TPM that is installed on the mother-
board uses international standardized cryptographic algorithms. 
Integration is provided via standard interfaces like I2C or LPC. 
The module also permits for example, that keys, data and digital 
signatures are stored securely, verified and transmitted. The TPM 
is equipped with a special internal processor for the purpose of the 
aforementioned authentication and encoding, which enables it to 
generate keys in a trustworthy environment. At the same time, a 
specialized crypto processor system allows the quick calculation of 
RSA cryptography at up to 2048 bits and thus permits the secured 
execution of complex cryptographic operations. A non-volatile 
memory with its own encryption preserves important data and 
keys stay on shut-down. 

The integrity of the software structures and the executed 
programs on the system can be checked in that the boot process of 
the system is logged and confirmed against stored cryptographic 
checksums. Any manipulation of the software can thereby be 
recorded and stopped, by shutting down the affected components 
or disconnecting them from the network. This way, also the execu-
tion of malware like viruses, Trojans and worms can be detected 
and their spread stopped. Otherwise, this malware can execute 
unnoticed in the boot process and even spread throughout an 
enterprise without detection. 

Long-term planning reliability – the Trusted 
Computing Group (TCG) sets standards for 
industry and consumers

TPMs are based on the open standards of the Trusted Computing 
Group (TCG) and have already been used for many years in PCs 

and notebooks. New applications benefit from this experience of 
many years. In its certification program, the TCG documents all 
those TPM products that officially meet the standard and thereby 
provides better orientation in the market for all users. The standard 
furthermore presents additional benefits: the detailed specifications 
of the TCG improve the compatibility of the multitude of different 
operating systems and customer applications. Users can combine 
different solutions at any time in the design of the system architec-
ture and thus they also have long-term planning reliability. 

More and more networking, however, also raises the security 
requirements in other areas. The TCG already reacted early on 
to this development and designed the new TPM 2.0 Standard in 
such a way that a multitude of applications can be covered. Special 
attention has been given to security in embedded systems for 
everything from routers to automobiles and medical devices. 

Conclusion

In the Internet of Things, individual devices and components must 
no longer be viewed in isolation. A forged spare part or manipu-
lated firmware updates on a production machine are sufficient to 
already cause damage to the entire production chain. By means 
of specific security chips, networked systems can be optimally 
protected to a vast extent. Meanwhile the fields of application are 
manifold: be it Industry 4.0, automotive connectivity, building 
automation, smart home or eHealth applications. Regardless if a 
clinic doctor is checking her patient’s medication or a 3D printer 
producing a component, data security and system integrity are 
prerequisites for the success of the Internet of Things and the 
related products and services. 

Figure 2: OPTIGA™ TPM (Trusted Platform Module) from Infineon
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 ■ Internet of Things 
 ■ Embedded Systems
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Administration, generated a lot of interest with her use case of using 
the mobile through an app as a digital credential for a border control 
process in the US. The app is a pointer system to a central database 
and the traveler can be identified without a passport. 

As a nice transition to country presentations in the second 
session, Dr. Detlef Hühnlein, Head of the German publicly funded 
SkIDentity project, pointed out that most European countries have 
some form of national ID, yet only two Member States make use 
of the existing infrastructure to implement a Mobile ID solution. 
Hühnlein put forward the idea of a generic eID Mobilizer and intro-
duced to the delegates the concept of the award-winning SkIDen-
tity concept, which enables eID and Strong Authentication in the 
(trusted) cloud and proposes a Mobile eID as a Service approach.

Germany, Austria and Estonia exchange ideas 
on Mobile ID

The International Mobile ID implementation session, moderated 
by Gemalto’s Eric Billiardt, focused on three countries: Germany, 
Austria and Estonia. Germany, represented by the Ministry of the 
Interior’s Achim Hildebrandt, was quite frank – and humorous – 
about the convenient amnesia of the private sector on the debate 
about developing useful applications for the German National ID 
card. Back in the early 2000s, he told the audience, the big round-
table, made up of industry representatives across the board, was 
full of promises of the wonderful use cases for a secure eID token, 
such as a contactless ID card. Now that the card is rolled out to 
over 40 Mio citizens, with an optional eID functionality, all paid 
for by the state, nobody remembers that enthusiasm, stated Hilde-
brandt in his presentation. 

Neighboring country Austria sent Herbert Leitold of the A-SIT 
Secure Information Technology Center, to take the delegates 
through the Austrian system, which has successfully rolled-out eID 
cards (named eCard) as well as Mobile eID with the Secure Element 
“in the Cloud”. Interestingly, according to Leitold, Austrian citizens 
clearly prefer the mobile option with activation being 15 times 
higher than, for example, activation of the health smart card. For 
Austria, the next steps forward are how to make best use of the new 
smartphone generations in terms of device binding and support. 
Estonia, of course, is the poster boy for innovative eID usage in 
Europe. Of 1.3 Mio Estonians, there are more than 550000 active 
ID-card users and more than 48000 mobile-ID users. 

The Estonian mobile ID solution, Tarvi Martens of the SK 
Trust Centre explained, needs no special software combined with 
a special SIM-Card and works on any handset. The fact that more 
than 300 services use the Mobile-ID offer explains the high usage. 
So, is there still room for innovation? Yes, according to Martens, 
the next step for Estonia is to introduce a Digi-ID with NFC. The 
Digi-ID card would work as an ID-card but also with an NFC-
enabled phone and would also be available to e-Residency holders. 

The 2015 Mobile ID Forum concluded with informal “uncon-
ference” sessions, where delegates grouped together to work on 
specific questions around the topic of Mobile ID. In the breaks 
and during the Networking Lunch, all speakers and attendants 
engaged in lively discussions. No doubt, the market will move 
fast in the next 12 months when, once again, the Silicon Trust will 
invite its network to meet and discuss. 


