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Worldwide, 42 percent 
of  software used in 
2011 was unlicensed. 
—Business  
Software Alliance

In the industrial 
sector, 2 in 3 members 
of  the VDMA (the 
German Engineering 
Federation) have 
already experienced 
product piracy and/or 
counterfeiting.

SOFTWARE IS MONETIZED THROUGH LICENSING 

From enterprise productivity to industrial production, smartphones to smart grids, and music 
to media, software powers nearly every aspect of our daily lives. Unlike physical goods, which 
are sold or traded, software is licensed to customers under a variety of business models. These 
range from simple, single-user perpetual licenses to highly complex models based on duration, 
features enabled, number of concurrent users, and other similar factors. As cloud deployment 
grows, business models based on virtualized execution and actual usage of software are also 
increasing. The basis for these licensing models needs to be developed into the product itself, 
and maintained or modified through subsequent product upgrades. Server-side infrastructure 
is required to issue and deliver licenses, keep track of those that are issued, and correlate 
them to purchase orders where appropriate. As bring your own device (BYOD) continues to 
be embraced by enterprises, independent software vendors (ISVs) are challenged to provide 
applications and manage their licenses in even more personalized and technically fragmented 
ways. This, in turn, results in growing demand for flexible, scalable and adaptable license 
management solutions. In all cases, vendors need to support customers and deploy fixes in 
instances where software activation malfunctions or interferes with productivity.

It is easy to see that developing and maintaining the solution that issues and manages these 
licenses and business rules can become a complex, formidable engineering challenge in its 
own right. Software License Management solutions provide efficient tools and processes to 
implement, issue and enforce the usage rules or licensing terms associated with a particular 
software installation or software-powered device. The ultimate goal is to ensure that products 
are used only as authorized, such that vendors can be assured of being fully compensated for 
their intellectual property and the use of their products.

LICENSING MUST RESIST HACKING TO BE EFFECTIVE

While theoretically simple, controlling the dissemination of easily replicated digital bits and 
bytes is, in practice, a very hard problem to solve. An application becoming a target of attack is 
simply a matter of time, particularly if it offers premium and unique features. At that point, the 
security of both the application and the system that it runs on becomes critical. All too easily, 
applications can be hacked to tamper with unprotected software routines, disable insecure 
license management, and extract proprietary portions of code to build counterfeit products. 
Indeed, piracy is the single biggest challenge that publishers are facing today, and tackling it 
effectively is hard. As a result, there is a prevalent mindset in the industry that piracy cannot 
be solved or controlled, and that the best a publisher can hope for is “keeping honest users 
honest” and achieving a basic speed bump against casual piracy. This simplified use case is often 
referred to as entitlement management. While all license management solutions on the market 
compete on enabling features, few invest in anti-hacker resilience as a core, differentiating 
feature. This further compounds an already challenging situation for software vendors. 

The truth is that piracy hurts a publisher’s bottom line. Ensuring that software is made resilient  
against piracy and tampering is just as important, if not more so, as ensuring that legitimate 
users can easily and transparently utilize their software in the manner it was purchased and 
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intended to be used. As advanced markets saturate, software publishers are expanding into 
emerging markets to continue growing revenues and market share. Emerging markets, however, 
typically suffer from high rates of piracy due to typically feeble legal enforcement against piracy 
and a social culture that condones, and even embraces, unlicensed or under-licensed software 
consumption. Thus, it is increasingly business-critical for vendors to incorporate technological 
solutions that are designed to prevent uncontrolled copying and counterfeiting of software and 
software-powered products. 

Figure 1: 
Security and Entitlement Management are Complementary Facets of License Management.

Security

Entitlement
Management

It is important to note that the adverse impact of piracy extends beyond the publishers 
themselves to their paying customers as well. In conversations with software licensees, 
particularly in the case of high-value software such as animation, simulation and modeling,  
Frost & Sullivan found that customers of these software packages were themselves citing 
piracy as a problem. This is because competitors pirating these expensive software platforms 
can offer significantly lower prices for comparable services, forcing legitimate licensees to 
either drop their prices and sacrifice profitability or lose business. 

To summarize, efficient management of entitlement for legitimate users is a clear business 
necessity. However, entitlement management alone solves only one-half of the software 
monetization problem. A license management solution must offer both comprehensive 
entitlement management and robust anti-hack security to be truly useful. Many software 
publishers believe that security is neither achievable nor necessary. However, technology 
advances are negating the achievability myth, while simultaneously adding urgency to the 
necessity aspect.  

CORE CHARACTERISTICS OF AN EFFECTIVE  
LICENSE MANAGEMENT SOLUTION

To fully reap return on their R&D investment in their software and software-powered products, 
and indeed in their investment in the license management solution itself, Frost & Sullivan 
strongly recommends that vendors ensure their solution is designed to achieve three core 
properties: seamless, scalable and secure, as shown in the figure below.

http://www.frost.com


Best Practices in Software Monetization

5Frost.com

Figure 2 : 
Functional Aspects of a License Management System

 

• Enables all business 
models

• Fits into vendor 
development 
environment

• Integrates with sales 
process and customer 
management systems

• Does not interfere  
with end user quality  
of experience

• Evolves with software 
evolution

• Can support growing 
customer base, even a 
decade out

• Continuously 
maintainable, even  
as developers come  
and go

• Can be developed and 
maintained independent 
of original LM vendor

• Withstands current 
levels of hacking 
technology and can 
evolve with inevitable 
hacking intensification

• Protects licensing 
routines and internal 
intellectual property

• Provides appropriate 
balance between cost 
and risk mitigation

• Can carve an adequate 
hack-free window  
of time

Seamless Scalable Secure

CONSIDERATIONS IN CHOOSING A LICENSE MANAGEMENT  
SECURITY ARCHITECTURE

A license management solution performs several security functions, as shown in Figure 3. 
The relative importance of these different aspects varies across product form factors. For 
example, integrity verification is crucial for on-premise software deployment but is not as 
relevant for cloud-based deployments. As another example, on-demand feature management 
is critically important for embedded devices where shipped hardware uniformly supports 
basic and advanced functionality, but features are enabled or disabled in the field via the 
license management layer, depending on ongoing customer needs. Similarly, protecting know-
how or intellectual property contained within a software application is often the most 
important requirement for scientifically or technologically intensive applications, while data 
security (for example, securing the keys that verify the integrity of a software license or the 
integrity of a software usage log file) is important in enterprise licensing scenarios. 

Figure 3: 
Facets of Security in A Well-Designed License Management Solution
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“Security is as 
important [to 
us] as functional 
capabilities in a 
license management 
system. If  the security 
can be broken, all our 
investment and R&D 
integration effort is  
for nothing and the 
value is lost.”  
 —Embedded  
software vendor
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There are two primary choices of architecture for license management—using a hardware 
lock (colloquially referred to as a “dongle”) or adopting software activation. Dongles are 
widely deployed today by publishers seeking to achieve stringent security levels. The dongle 
enforces licensing rules on a user machine or a central server (for enterprise customers), and 
offers the innate benefit of portability since licenses can be transferred from computer to 
computer simply by moving the dongle. It is expected that a hardware dongle is considerably 
harder to replicate or crack than digital bits; as a consequence, it is expected that using a 
dongle will provide significantly stronger security against tampering and piracy. In practice, 
however, dongles with dated designs or insecure interfaces to the software application can 
easily be cloned, virtualized or simply dissociated from the software. A simple Internet search 
yields businesses that can (and do!) reverse engineer and virtualize many dongles within  
24 hours. Additionally, dongles may impose significant cost overhead, particularly for  
lower-value software, and their use can disrupt end-user productivity while adding logistical 
complexity for the vendor and their customers. That said, there are cutting-edge dongle 
products available on the market that are not only highly effective at protecting software, but 
also offer a branding opportunity and serve as a tangible token of ownership.

In contrast to hardware, License Activation is an all-software solution and is by nature 
significantly more seamless in terms of deployment complexity and user experience. With a 
decrease in traditional retail sales models and the corresponding rise of electronic distribution 
of software, hardware-free clients are all the more desirable from an operations perspective. 
From a scalability point of view, software is often the only workable solution in emerging 
usage models, like inventory tracking software run on tablet devices.  From an ISV perspective, 
however, license activation solutions are widely perceived to be less secure than hardware, 
although in reality the level of resilience achieved—regardless of the architecture chosen—
relies very much on the effectiveness of the license management solution chosen and the care 
with which it is implemented. 

In summary, whether vendors choose to enforce license management using dongles or 
license activation, simultaneously achieving a seamless yet secure solution with a single 
license management vendor has, to date, been difficult. This is because the core competencies 
required for building feature-rich entitlement management systems are entirely distinct from 
those required to build tamper-proof systems. This is particularly true in the case of license 
activation, where there is no hardware lock to rely on. Many publishers tackle this problem 
by combining a seamless and scalable license management system from one vendor with 
an application hardening solution from a separate vendor. These layered solutions can be 
effective, but they add both expense and complexity to the development and testing process, 
and if a breach does occur, there is no single reliable party the publisher can turn to for 
resolution of the issue. From a best-practices perspective, a solution that incorporates all three 
aspects of seamless, secure and scalable license management is best positioned to meet the  
anti-piracy and entitlement management needs of software publishers and software-powered 
device vendors. Fortunately, the vendor community serving the license management needs 
of software publishers is stepping up to the plate to proactively respond to these urgent and 
critical customer needs. 

“Wibu manufactures 
our dongles in a 

customized casing 
with a distinct color 

and form that is a 
direct extension of  

our brand.”  
—Independent 

software vendor
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SOLUTION BRIEF: WIBU-SYSTEMS IN ACTION

Wibu-Systems (Wibu®) is innovating to meet demonstrated customer needs of achieving 
secure license management, while enabling customers to implement current and future needs 
in a seamless and scalable fashion. As the figure below shows, Wibu-Systems is one of the 
few traditional license management vendors who are successfully maintaining an equivalent 
and ongoing focus on both entitlement management (EM) aspects and security aspects of 
the problem. Leading vendors in the market, in contrast, are investing primarily in broadening 
their EM functionality and partnering with third-party vendors for the security aspect. As 
hacking technology continues to improve and global markets become increasingly important 
to publisher revenue growth, a dual emphasis on EM and security offers clear benefits to 
software publishers and those publishers’ customers. Publishers benefit from maximizing 
software monetization with reasonable upfront investment, ongoing costs and overhead. End 
users benefit because the playing field for their own products and services becomes level, 
as they are less susceptible to price undercutting by competitors who are under-licensed or, 
worse, entirely unlicensed users of the same productivity software and tools. 

Figure 4

Entitlement Management
Features–Relative Depth

and Breadth

Relative
Resistance
to Hacking

Competitor 1

Competitor 2 Competitor 3

Competitor 4

Wibu

Wibu-Systems covers a wide gamut of licensing models, from simple single-user models to 
network “floating” licenses with hot and cold standby to solve high availability requirements. 
Wibu-Systems also supports a variety of execution platforms, from desktop to embedded and 
cloud. The company is best known for its dongle-based CodeMeter® product line. The current 
generation of CodeMeter incorporates several innovations that reduce the disruption and 
vulnerabilities typically involved with dongle-based licensing. These include:

“A major factor in 
our choice [of  Wibu] 
was that they used 
an industry standard 
encryption algorithm.  
Although we fully 
trust our vendor and 
work closely with 
them, in the worst 
case, we still retain 
full control over our 
deployed software  
and licenses.”  
—ISV
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• Safe storage of the license directly in the embedded smart card chip within the dongle: 
This is significantly more secure than simple encryption wrapper designs where a  
dongle is only superficially bound to a license that is otherwise stored and parsed on  
the computer or server.  Additionally, because the license is  bound to the dongle in a  
self-contained manner, users can easily shift a software license from one computer to 
another simply by moving the dongle.

• Multiple form factors and interfaces: With a range of choices across USB, Compact USB, 
SD Cards, Micro-SD Cards, CF Cards and more, CodeMeter provides flexible design 
and enables incorporation into not only desktops, but portable and embedded devices 
as well. Existing programmable logic controllers (PLCs) and IPCs can be easily upgraded 
to accommodate CodeMeter protection. 

• Support for all leading desktop and embedded operating systems, including Windows, 
MacOS, Linux, Solaris and WindRiver VxWorks, to serve a full range of target 
applications and products. 

• Customized casing: Because dongles form a crucial part of a software vendor’s  
go-to-market and branding strategy, Wibu-Systems offers not only custom engraving and 
branding options, but also entirely personalized casings for their dongles. Surprisingly, every 
customer Frost & Sullivan spoke with listed this capability as very valuable or valuable for 
their business. 

• Long-term availability: All CodeMeter products, including WibuKey® introduced in 
1989 and CodeMeter introduced in 2003, continue to be available from and serviced 
by Wibu-Systems. This offers long-term continuity to both publishers and customers, 
since dongle transitions can be made at a time that is convenient to the publisher 
rather than based on vendor upgrade or end-of-life schedules.  

• Simple Web-based interface: Rich, programmable interfaces offer a variety of deployment 
options at the business operations end and allow end customers to quickly add, modify 
or upgrade licenses throughout the life of the product via a customized and branded 
Web portal. 

• Flexibility: CodeMeter CmDongle® is complemented by CodeMeter CmActLicense®, 
which is a license activation-based solution which offers the same feature and functions 
as CmDongle. With CmActLicense, the license is bound to the host computer rather 
than a dongle using Wibu-Systems’ patented SmartBind® technology, which combines  
anti-hack protection with flexible computer fingerprinting to ensure secure yet 
seamless deployment.  SmartBind offers license activation for desktop as well as virtual 
environments. The fingerprinting is done using dynamically selected features and is 
designed to tolerate significant amount of system modification before a false positive is 
thrown, while still being resilient against cloning or other forms of unauthorized copying.

At the core of Wibu-Systems’ licensing infrastructure are standardized encryption algorithms. 
By basing its products on open cryptography standards and protocols rather than closed 
proprietary technology, Wibu-Systems enables a critical aspect of scalability for its customer—
ensuring that the publishers can continue to service and maintain their existing licenses 
and operations independently. As discussed earlier, this is a truly important future-looking 

“We regularly hold 
hacking challenges 

in Russia and China 
where teams compete 

to crack a fully 
functional software 

application protected 
with CodeMeter; this 

is a core part of  our 
R&D process.” 

—Oliver Winzenried, 
CEO, Wibu-Systems
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consideration for vendors who would otherwise, in the event of fallout with their license 
management vendor, face an expensive and often infeasible overhaul affecting every deployed 
instance of their product. 

CodeMeter is complemented by two software protection tools, AxProtector and IxProtector. 
These are used to harden the applications themselves, to the point where the dongle 
becomes an option rather than a necessity. AxProtector is run on a binary executable to 
quickly add a layer of anti-tamper protection. IxProtector is leveraged during development 
to deeply integrate effective measures against tampering, debugging and reverse-engineering 
into the application, and also to implement fine-grained control in a feature-specific manner. 

In another example of seamless operation provided by CodeMeter, software products are 
designed and protected in the same way, whether they will be deployed with a dongle or 
without one. The back-end infrastructure in terms of issuing licenses is also identical, so that 
publishers can choose whether to issue a dongle or use license activation for an end user on 
a case-by-case basis. Additionally, customers who are relying on dongles for protection today 
always have the option to transition to a dongle-free model; for example, in countries where 
it may be logistically infeasible to distribute hardware, in countries where low piracy levels 
diminish the motivation to deploy dongles to end customers, and in use cases where mandated 
use of dongles becomes a competitive disadvantage.

The case study below provides an example of a vendor who successfully leveraged  
Wibu-Systems’ product suite to manage and protect its software product, without 
adopting dongle components.

Who: Bosch is a developer of software tools for automotive diagnostics and maintenance. 
Its package is installed by wholesalers into individual garages. The car repair technicians 
using the software are skilled in automotive maintenance but are not generally 
computer savvy, and so the system had to be simple and seamless to install and operate. 
The company had a strong requirement for secure anti-piracy, but deploying hardware 
dongles was not feasible for logistical reasons.  

Why Wibu-Systems: Following extensive market research, Bosch shortlisted two 
vendors that met all its technical requirements. Of the two, Wibu-Systems was chosen 
due to a number of differentiating factors. Superior performance during beta testing, 
along with outstanding customer service during this phase, were key deciding factors.  
Wibu-Systems’ pricing model provides significant long-term savings, as the company— 
unlike its leading competitors—does not charge for new licenses issued due to customer 
computer upgrades or other non-sale circumstances. Otherwise, with the average life 
of a corporate computer being five years considering both public and private sectors, a 
company would have a fixed cost of issuing licenses to 20 percent of its customer base 
every year, even though no revenue is generated. 

How: On the server side, Bosch extended License Central—the back-office engine 
for CodeMeter—with a custom portal to provide a highly simplified license activation 
experience that the wholesaler can set up for the garage customer in a single visit. On 
the client side, AxProtector and IxProtector are used to harden the application,  and 
CmActLicense is used to bind the license(s) to the PC(s) in the garage. The wholesaler 
can install and activate the entire system in a single visit. 

“On a scale of  1 to 5, 
our trust level in Wibu 
[to secure products 
from piracy] is 5.” 
—Scientific 
appliance vendor

“Wibu combines the 
agility of  a small 
company with the 
maturity of  an 
established veteran 
[company].”  
—High-end  
software vendor
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“We designed our 
ideal LM solution 

first and then 
evaluated vendors, 
never expecting to 
find anything that 
would fully meet 

our expectations. To 
our surprise, Wibu 
offered a complete 

combination of  [our] 
usability and security 

requirements;  
we chose them 

without hesitation.” 
—ISV

Results: Nine months later, Bosch is meeting all functional needs for itself and its 
customers. At the same time, it has yet to experience piracy of its product and continues 
to be satisfied with the CodeMeter solution. It may deploy dongles in the future should 
its business needs change. 

KEY TAKEAWAY: HOW TO CHOOSE A LICENSE MANAGEMENT SOLUTION

LM systems by nature become deeply intertwined with a vendor’s business process 
infrastructure, in their software code base and build infrastructure, as well as in the installed 
customer base for their products. Switching out LM systems becomes very complex 
and expensive, and therefore vendors should choose their licensing solution in a careful,  
forward-looking manner.  When selecting a solution for a new product or taking the giant leap 
of overhauling an underperforming LM system, software publishers should follow the following 
three-step process:

1. List all features required from the license management solution. Feature requirements 
should be considered from a number of perspectives, including business process, software or 
embedded device SKU management, development and deployment platform specifications, 
licensing business models and end-user experience requirements. The chosen LM solution 
should fit in seamlessly with existing processes and infrastructure, both for the software 
developers and for their end customers. 

2. Select the security architecture, whether using dongles, license activation or both, 
that is most likely to meet current and future protection needs. Developers should have 
a clear, realistic picture of what their required security level should be. Software that sells 
at a low price has multiple competitive equivalents and will have very different protection 
requirements from a unique or best-of-breed software product sold at medium to high 
cost. This security target, combined with functional requirements, will direct the choice 
of architecture. Nearly all vendors will start with either hardware or software, but most 
prefer to have the option of incorporating both, or switching from one to the other in the 
future, without the need for significant re-engineering. 

3. Choose the License Management Solution that is best positioned to meet both 
functional requirements and security goals, from developer and end-user perspectives. 
Additional factors to consider in the vendor selection process include vendor credibility, 
ongoing road map to deliver enhanced features and higher security in the product 
line, flexibility of the service-level agreement, the agility of the vendor in resolving  
business-critical issues, and long-term scalability of the selected solution. 

In our research, we find that customers experience best long-term value in terms of both 
top-line revenue realization and bottom-line costs and efficiency when license management 
solutions inherently provide comprehensive functionality and robust security. Wibu-Systems is 
a clear example of a vendor with strong commitment to both aspects, resulting in streamlined 
operations and confident deployment of software and software-based products by their 
customers to businesses and consumers worldwide. 
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ABOUT WIBU-SYSTEMS

Wibu-Systems, founded in 1989 by Oliver Winzenried and Marcellus Buchheit, offers solutions for the 
protection of digital goods. The slogan “Perfection in Software, Document, Media and Access Protection” 
explains the “What” and “How.” Wibu-Systems is the leader in innovation, technology and security in 
the global market of software licensing. The broad range of Wibu-Systems solutions is unique and covers 
application fields from smartphones, mobile and embedded devices, desktop PCs, servers to cloud computing.  
 
More than 7,000 vendors worldwide use CodeMeter in different industries for licensing of their 
software. CodeMeter provides comprehensive license management for software and software-based 
products. It also protects software against reverse engineering and tampering, ensuring the integrity of 
the application and its entitlement management functions, while also protecting intellectual property 
contained within the application. It runs platform-independent on Windows 32/64 bit, Windows 
Embedded/CE, Realtime Linux, on the CoDeSys PLC, the real-time operating system VxWorks, and others. 
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