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SECURING  
sensitive 
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The use of biometric identification solutions are 
becoming more and more commonplace, delivering 

many advantages in the healthcare, financial, travel and 
immigration, government and many other commercial 

areas. The use of biometrics as a means to support 
fair elections is also becoming increasingly common, 
particularly in emerging democracies where often no  
up-to-date administration of citizens is available. It is  

for this reason that countries such as Ghana,  
Nigeria, Kenya and the Democratic Republic  

of Congo have adopted fingerprint- 
scanning technology to enable fair  

and transparent elections. 

By Marcel Hartgerink, WIBU-SYSTEMS BV and  
Tom Kevenaar, GenKey
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2012. Over 32,000 temporary staff were trained to operate the 
mobile biometric registration kits containing GenKey technology. 
The registration kits enabled the electronic collection of biograph-
ical information, a facial picture, and fingerprints of all ten fingers 
from each voter. Immediately after registration, each applicant 
received a voter ID card, which included the person’s photograph 
and a bar code with a unique ID card number. Over 14 million 
voter ID cards were issued.

At the end of each registration day, the collected registration 
data (including the biometrics of the applicants) were sent to a 
central system, where a biometric duplicate check was performed 
by GenKey’s Automated Biometric Identification System (ABIS). 
The ABIS system detected a total of approximately 60,000 candi-
date duplicates, which were forwarded to an adjudication system 
to determine whether it concerned fraudulent cases or not.

Biometric voter verification

To verify the identity of eligible voters on Election Day, GenKey 
delivered 33,500 handheld Biometric Verification Devices to 
the polling places, where they were operated by 26,002 trained 
officers. Biometric verification of a voter started with comparing 
the Voter ID details on the card to a master voter registry, scan-
ning the barcode to display the photograph, and comparing the 
picture on the device display with the voter. If they matched, the 
fingerprint of the voter was then scanned for final verification. If 
the verification was successful, the voter was issued a paper ballot 
to vote.

Protecting the device software and  
integrity of biometric data

To secure its software code against tampering in the field, GenKey 
integrated Wibu-Systems CodeMeter protection platform. Each 
verification device was loaded with GenKey software before it was 
shipped to a polling station. CodeMeter encrypted the code using 
both symmetric and asymmetric encryption. The program code 
was encrypted using symmetric 128 bit AES encryption. Upon 
starting the application, asymmetric encryption of the digital 
signature was employed. CodeMeter bundles the encrypted code 
with a license file so that when the system boots up, the embedded 
software calls this file, using a digital signature to verify its 
authenticity. A list of conditions is then verified such as the validity 
of the license, or the matching of the hardware features that were 
initially bound to the license during the encryption process, and 

SECURING SENSITIVE DATA

 Ghana, for example, successfully deployed biometric voter 
registration and verification in their 2012 general elections 
involving more than 14 million voters. Biometric technology, 
however, brings its own particular social and technological chal-
lenges. Because biometrics affects an individual’s privacy and 
misuse in a political election could have significant ramifications 
to its citizens, it is critical that personal information remains 
secure, data is protected and software cannot be tampered with.

Selecting the right technology partners

To address the concerns of double registrations, the Electoral 
Commission (EC) of Ghana selected GenKey as its biometrics 
technology partner. GenKey, headquartered in the Netherlands, 
specializes in delivering biometric solutions for elections, digital 
healthcare, and other large-scale identity management applica-
tions.

GenKey’s challenge was to contribute to fair and transparent 
elections in Ghana using biometrics while at the same time 
protecting the sensitive data that is used in the process. Their 
approach was to:

• Use biometric voter registration to capture biometrics and 
enroll prospective voters

• Use large-scale biometric-based deduplication to obtain a 
clean voter list

• Use biometric voter verification to ensure only eligible voters 
were able to cast their vote and to prevent multiple votes by 
the same person

GenKey’s unique privacy enhancing technology allows for storage 
of biometric information such that it is intrinsically privacy 
protected. GenKey ensured the security and integrity of its soft-
ware and of the collected data by using the CodeMeter Integrity 
Protection and Licensing platform developed by Wibu-Systems 
AG, a German-based security technology leader in protecting digi-
tals assets, intellectual property, and embedded software, such as 
GenKey’s biometric software solution.

Biometric voter registration

Biometric voter registration was conducted at more than 23,000 
registration centers across Ghana between March 24 and May 5, 

thus protects the integrity of the device. To ensure privacy of the 
data, GenKey stores biometric information in an intrinsically 
private format so that the information is impossible to trace.

The combined GenKey and Wibu-Systems protection solution 
ensured a high level of security and integrity of biometric data. It 
also protected GenKey’s software against potential counterfeiting 
and misuse during the polls.

In a statement published by the Ghana News Agency following 
the election, Republic of Ghana President John Dramani Mahama 
said “we have just come out of an historic election which witnessed 
progressive reforms including the use of a biometric voters 
register and biometric verification for voting, and which has been 
acclaimed by both domestic and international observers as free, 
fair and transparent.” 

In a statement published by the Ghana News Agency  
following the election, Republic of Ghana President  
John Dramani Mahama said 

 
"We have just come out of an historic election which  
witnessed progressive reforms including the use of a  
biometric voters register and biometric verification for  
voting, and which has been acclaimed by both domestic and  
international observers as free, fair and transparent."
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T-SYSTEMS
T-Systems is Deutsche Telekom's 
corporate customer arm. Using a 
global infrastructure of data cent-

ers and networks, T-Systems operates information and communi-
cation technology (ICT) systems for multinational corporations 
and public sector institutions. 
With offices in over 20 countries and global delivery capabili-
ties, T-Systems serves companies in all industries. Approximately 
47,600 employees worldwide use their industry expertise and ICT 
know-how to provide top-quality service. T-Systems generated 
revenue of around EUR 9.2 billion in the 2011 financial year. 
www.t-systems.com

TRÜB AG
Trüb AG is a leading company in Switzerland 
and internationally in the manufacture and per-
sonalization of national identity documents 
such as personal ID cards, driver's licenses, 

tachograph cards and data pages for passports as well as bank, 
loyalty and access cards. The company was founded in 1859 
and has developed over the years into a world-wide leader for 
high quality identification solutions. 
www.trueb.ch

UNITED ACCESS

UNITED E
a n y t i m e - a n y w h e r e

United Access is focused on secure, high-end 
smart card and RFID based solutions. We are 
acting as a security provider with a broad 
range of standard and integration compo-
nents. Our prime aim is to offer secure compo-

nents with simple integration interfaces combined with deep 
know-how based on a long lasting experience. United Access is 
the support partner for the Infineon smart card operating sys-
tem SICRYPT. United Access provides secure sub-systems to 
various markets like public transport, road toll, logical access, 
logistics, parking systems, brand protection, physical access 
control and others.
www.unitedaccess.com

WATCHDATA TECHNOLOGIES
Watchdata Technologies is a recognized 
pioneer in digital authentication and 
transaction security. Founded in Beijing in 

1994, its international headquarters are in Singapore. With 11 
regional offices the company serves customers in over 50 coun-
tries. Watchdata customers include mobile network operators, 
financial institutions, transport operators, governments and 
leading business enterprises. Watchdata solutions provide daily 
convenience and security to over 1 billion mobile subscribers, 
80 million e-banking customers and 50 million commuters.
www.watchdata.com

WIBU-SYSTEMS
Wibu-Systems' product portfolio offers digital 
asset, intellectual property and integrity pro-
tection against piracy, reverse-engineering 
and code tampering. The broad range of Wibu-

Systems solutions covers application fields from computers to 
mobile, from embedded automation to cloud computing, from 
SaaS to virtualized models. Wibu-Systems has enabled new 
business models; software-powered businesses, whether in the 
consumer, corporate or embedded system realm, can monetize 
their investments through license orchestration schemes.
www.wibu.com

X INFOTECH
X INFOTECH is a leading system in-
tegrator and MultiPerso software 
developer, delivering security solu-
tions to businesses across a wide 

range of industry sectors, such as financial, government, health-
care, retail, and public.
The company's portfolio supports all activities required for eID 
and payment card issuance, passport production and manage-
ment, cryptographic infrastructure development, authentica-
tion solution integration, and other activities related to pay-
ment security and smart card technologies. 
www.x-infotech.com


