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DAtA Encryption & sEcurity

CONSIDERING THE ENTIRE span of human history, it seems 
like yesterday when the first industrial revolution changed the 
complete structure of society, attracted people from the coun-
tryside to central areas of aggregation, determined the creation 
of cities, improved efficiency, and introduced quality standards. 
Now, with Internet connection and utilities being available glob-
ally and constantly, manufacturing sites can be built practically 
anywhere; they are automated to an extent that was unthinkable 
just a few years back and 
they can be monitored and 
programmed remotely. 

This accelerated pace to-
wards a machine-to-machine 
kind of control has shifted 
the attention from hardware 
to software. Even if the need 
for physical access control 
remains necessarily high, 
the threats have become 
sneakier. On the other side 
of the planet, a hacker or a 
competitor can get hold of 
your machineries, tamper 
the code, and severely damage the production cycle. However, 
the opposite is also true: you can maintain your machinery and 
guard your facilities from far away.

What can software developers, device manufacturers, and 
companies operating such systems as smart grids, traffic 
control, and facility management actually do to guarantee 
cyber-security and even safety in their premises? Imagine 
some real scenarios: an attacker that develops a “fake” device, 
looking like the original but whose functions have been altered 
for nefarious purposes; or a 
perpetrator who develops his 
own software and runs it by 
replacing the memory card 
in the embedded system; or 
a transgressor who extracts 
the memory card from the 
embedded system, manipu-
lates the software and plugs 
the card back into the system. 
Or still someone that, without 
even accessing the premises, 
controls the communication 
interfaces from outside and 
alters the data.

Being aware of such dangers, manufacturers can implement 
security measures aimed at multiple scopes. From a business 
perspective, their ultimate goal is to prevent the copying of 
machine designs, the unlawful transfer of essential know-how, 

or even illicit production shifts, resulting in revenue and a loss 
of competitive advantages. From a technological point of view, 
their priority is to avert cyber-attacks in the form of reverse engi-
neering, tampering, and piracy. Even though initially manufac-
turers might be tempted to develop proprietary solutions, they 
soon realize that coping with a myriad of operating systems, 
portable devices, and integrations with other platforms erode 
their resources. The answer comes from vendors who have 

been vertically focused on 
digital rights management 
for decades, who closely ob-
served the Internet of Things 
while it penetrated the indus-
trial environment, and who 
marshalled their resources to 
face this challenge.

These vendors’ solutions 
make use of existing tech-
nologies in completely new 
ways. Take, for example, the 
case of symmetric encryp-
tion: the software is stored 
encrypted in the device’s non-

volatile memory. At runtime, required parts of the software are 
decrypted in the RAM of the system. The cryptographic keys for 
this decryption need to be stored securely so that they cannot 
be duplicated. This is readily seen in TPM chips or smart card 
chips in industrial dongles. Such apparently simple, and yet 
innovative systems, protect the software embedded in a control 
device, and in turn hinders the theft or reproduction of intellec-
tual property.

An additional solution is represented by also encrypting the 
program code. This will pro-
tect the know-how by making 
the use of decompilers and 
disassemblers impossible. 
Additional measures are 
necessary to avoid dumps of 
decrypted code from RAM. 
Algorithms are often the result 
of intensive and expensive re-
search and development, and 
embody the unique selling 
points of a device or machine. 
If able to analyze these algo-
rithms and understand their 

principle without large efforts, competitors can quickly imitate.
More sophisticated security techniques protect against 

tampering. In principle, a typical embedded system is powered 
up after the successful completion of multiple steps, associated 
to consecutive shells. It has to be kept in mind that an outer 
shell can access the memory of an inner shell, whereas in most 
cases the opposite is not possible, as the outer shell (hardware 
/ boot loader) is the initial shell of the overall process.

Software is the new asset to protect  
in modern manufacturing
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The sequence below outlines the actions needed to imple-
ment an integrity protection system.

The boot loader verifies the integrity of the operating system 
and loads it after validation.

The operating system only starts once the boot loader has 
been validated to be trustworthy through a reverse check.

The operating system verifies the integrity of the application 
and loads it only if it has been validated.

The application only starts if the operating system has been 
validated to be trustworthy through a reverse check. The ap-
plication verifies the integrity of the configuration data and only 
uses it if successfully validated.

Should the configuration data also contain executable code, 
a verification of the application level of trust is also possible.

Additionally, the unprotected original software has to be 
signed and encrypted in accordance with the following proce-
dure:

Hash values of the original software have been calculated.
The hash value has been signed with the private key of the 

vendor.
The original software has been encrypted using a key that 

is generated from a seed value within the original software, a 
secret key of the vendor, and some other parameters that the 
publisher selects.

The public portion of the signature certificate has been at-
tached to the encrypted software.

The first part of the integrity check is the forward check, 
(i.e., the verification of the software to be loaded or the corre-
sponding data) and consists of the following steps, which are 
executed while the application is being loaded:

The encrypted software is decrypted if a valid license is 
present..

The certificate attached to the credentials or the certificate 
chain is verified against the public root key.

The hash value of the decrypted original software is calcu-
lated.

The signature of the hash is verified using the public key.
Furthermore, extra measures can be implemented to 

increase the security to a higher level, such as advanced han-
dling of certificates for the authorized use of a specific device.

It is also possible to implement checks against a preset ex-
piration date of the certificate, or the existence of a certificate 
revocation list. Such verifications can be executed periodi-
cally at runtime in the system memory (watchdog).

The backward check then verifies whether the boot pro-
cess was executed correctly by the operating system. Unless 
this step is present, the integrity check of the operating system 
by the application is difficult to carry out because the subse-
quent step has only limited access to the previous step.

To compensate for the missed access, a state machine in a 
trustworthy hardware is needed. Such configuration is found in 
the Trusted Computing Group.

By using the so-called Trusted Platform Modules, it is pos-
sible to save correct states in registers. These registers include, 
for example, measurements of the boot loader, which will be 
considered later by the operating system to verify the integrity 
of the previous step.

At the end of the day, a safe first step is essential, since all 
subsequent checks depend upon its accuracy and requires that 
no attacker is ever able to decipher the code, or extract secret 
keys. One solution is called “System on Chip” (SOC), in which 
these codes and keys are stored permanently on the chip, safe 
from any reading or manipulation attempted from the outside. 
This compact pre-boot loader simply ensures the integrity of 

the actual boot loader. To prevent attacks from the outside, it is 
developed only once and cannot be updated on the system.

Private keys are then used for signing the program codes 
and parameters. These are saved in a secure hardware device. 
The certificates are saved as files and contain the public key, 
validity restrictions (for example, an expiration date or a binding 
to a specific device), the purpose (for example, to sign the boot 
loader, the application, the configuration files, or to create other 
certificates), and the certificate of the key that was used to cre-
ate this certificate chain.

The root certificate is stored securely and only used when 
new certificates must be created. The root certificate must not 
be compromised under any circumstances whatsoever.

The integrity of embedded systems can be ensured us-
ing cryptographic methods in a clearly defined process and 
a secure hardware device for key storage and state machine. 
Secure implementation of symmetric and asymmetric encryp-
tion methods (AES, RSA, and ECC) as well as hash functions 
(SHA-256), functions for signature validation (ECDSA), and 
a random number generator allow the implementation of the 
explained mechanisms.

One commercial solution offering encryption and signature 
of the program code, storage of the shared secrets for decryp-
tion, storage of the private keys on the vendor’s site, signature 
and hash verification during loading and runtime operations, 

and support of both traditional computer platforms, as well as 
embedded systems like VxWorks, PLCs like CODESyS, and 
OPC UA authentication, communication encryption and certifi-
cate deployment, is CodeMeter® from Wibu-Systems (www.
wibu.com). CodeMeter’s technology, which received the CODiE 
Award 2014 for Best Content Rights and Delivery Solution, goes 
beyond product and know-how protection: it also improves 
logistics and business processes. A fully integrated lean and 
flexible license management system responds to needs such 
as license scalability, enablement of new business models, and 
upselling features. Time or volume-limited licenses are available 
for installation, maintenance, and repair services. This condi-
tional option generates interesting new business opportunities 
for mechanical engineers, as it allows product designs to be re-
stricted to a defined production run or batch size. The machine 
itself becomes a first line of defense against illicit products like 
expensive designer fashions being produced in clandestine 
‘third shifts’ and placed into the black market trade.


